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MOE9 (U.) Acronym (n.)

AridolsA (A.) Antiseptic (adi.)

BoWsiIoSIouRA1054 (U.) Anti-virus software
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nloUwaindu (u.) Application (n.)

JuNU (N.) Arrest (v.)

HUNEIU (U.) Arrest warrant (n.)

Juinlnednluldn (n.) Auto-save (v.)

twWunwa (u.) Bandage (n.)

S:AUAIIUAR (N.) Brainstorm (v.)

1Us131sas/IUsinsuAuR (u.) Browser (n.)

Insﬁwn'uuuuﬁuﬁuswmqnwéauﬁa (u.)

Burner phone (n.)

AnenIw/9AINa (U.)Capacity (n.)

10undu (A.) Collectively (adv.)

1Junouau (A.) Confidential (adj.)

usun (u.) Context (n.)

UIMsNIsanIau (u.) Contingency measure
(n)

ANA (u.) Cookie (n.)

N1S191WANDITYN (U.) Criminalization (n.)

n1sANAINMIBIVSS (U.) Cyber bullying
(n./v.)

Voya (u.) Data (n.)

AJUAURAI (N.) Detain (v.)

nowUaanAnevevgunsi (IUansinofo gv
aunlevavauUnsl) (U.) Device hygiene (n.)

nwAdNa (A.) Digital (adj.)

(N1s) a:10nISoddousd (u./n.) Doxing (n./v.)

N1SIVISAE (U.) Encryption (n.)
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ILUEINOE (U.) Gauze dressing (n.)
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Helpdesk (n.)

281010UdIASOU (A.) Holistic (adj.)

Tus:umoamu (A.) Incognito (adj.)

an10u (u.) Institution (n.)

UIRSFIUIIAzHANNISAINARIUANSUUYEBU
(u.) International standards and principles

for human rights (n.)

NISANAUAJUNSIUOUNISNWNAKUNE (U.)

Judicial harassment (n.)

ﬁanthEJ (P.) Legitimate (adj.)

IUNSNE/MISWILUNSNE (U.) Matrix (n.)
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Wns:i1AUERA (U.) Perpetrator (n.)
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Pirate software (n.)

Tuduen (u.) Prescription (n.)

1Budadnu (A.) Preventive (adj.)

ADWLN9:10U (U.) Probability (n.)

InduAU (A.) Psychosocial (adj.)

BuN1SA (U.) SIM card (n.)

[siBeatine (u.) Social media (n.)

BoWsII0S (U.) Software (n.)

alnuAug/Us:nanwamnnu (n.) Stand-by
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n1sd@oAliuy (U.) Surveillance (n.)
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authentication (n.)
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Personal Network (n.)
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wg) (U.) Wifi (n.)

1aun 4: msusadunas=vamsnganmuna:aowidge 19



IHa9nu1 SOURCES

Access Now, ‘Digital Security Helpline,” rtinnsnvaaidulss, u.U.uU., https://www.accessnow.org/help/ [IV’]ﬁ\]IﬁO 26 1U.9. 2565].

Apple Support, ‘Use FileVault to encrypt the startup disk on your Mac,’ 30 w.®. 2018, https://support.apple.com/en-us/HT204837 [|\7'1ﬁ\1|fia
13 10.9. 2565].

App Store, Google Authenticator, HinanaulnandrSugunsi iOS, u.U.U., https://apps.apple.com/us/app/google-authenticator/id388497605
[Vndaido 13 10.8. 2565].

— App Store, Microsoft Authenticator, nlianloulnandnSuaunsnd i0S, u.U.U., https://apps.apple.com/app/microsoft-authenticator/
id983156458 [IV1Taibo 13 1.8. 2565].

Asian Forum for Human Rights and Development, ‘Contact Us,” U.U.U., https://www.forum-asia.org/?page_id=653 [Iﬁﬁﬁolfia 11 U.9. 2565].

Avast, rUmsnvaaidulss, u.U.U., https://www.avast.com/index#pc [I\'/'Wﬁdlfja 13 1U.9. 2565].

Avira, Uansnveaidulsst, u.U.JU., https://www.avira.com/ [Iﬁﬁﬁolﬂa 13 1U.9. 2565].

CIVICUS, ‘Donor Finder,’ u.U.U., https://www.civicus.org/index.php/donor-finder [Iﬁﬂﬁdlﬁa 11 0.9. 2565].

DefendingDigital, ‘15 Social Media Safety, Security, And Privacy Tips,” U.U.U., https://defendingdigital.com/security-tips-for-social-me-
dia-safety/ [IV1TWI00 14 1.8, 2565].

Digital First Aid Kit, htnsnveudulssinaulng, u.J.U., https:/digitalfirstaid.org/th/ [n7'1ﬁ\m‘ja 11 0.9. 2565].

DuckDuckGo, nlnnsnvoudulssi, u.U.U., https:/duckduckgo.com/?va=b&t=hc [[VfiuIlo 14 11U.8. 2565].

EarthRights International, Security and Protection of Earth Rights Defenders: Facilitation Toolkit, NTu1ddnNNu, U.U.N., 2564, https://earth-
rights.org/publication/security-and-protection-of-earth-rights-defenders-toolkit/?emci=eaefae41-51cd-ec11-997e-281878b83d8a&em-
di=a9edbbf5-29d2-ec11-b656-281878b8c32f&ceid=6469325 [lﬁﬁﬁdlﬂo 11 10.9. 2565].

— EarthRights International and Not1More, Criminalization and Judicial Harassment of Earth Rights Defenders in Cambodia, qmjﬁala'mﬁn
nudunnuazivus, u.d.n., 2565.

Electronic Frontier Foundation, ‘Surveillance Self-Defense,” rlinnsnvaudulssniunlng, u.U.U., https://ssd.eff.org/th [Iﬁﬂﬁulﬂa 11 0.9. 2565].

Front Line Defenders, ‘Jitsi Meet — Simple and Secure Video Conferencing Platform,” 31 &.n. 2063, https://www.frontlinedefenders.org/en/

resource-publication/jitsi-meet-simple-and-secure-video-conferencing-platform [I\'/'ﬁﬁdlfja 14 1U.9. 2565].

Google Chrome, HUiniisnvau3ulss, u.U.U., https://www.google.com/chrome/downloads/ [IVnfiuijo 14 1U.8. 2565].

Google Play, Google Authenticator, HlinanoulrandnSugunsnd Android, b.U.U., https:/play.google.com/store/apps/details?id=com.google.

android.apps.authenticator2&hl=en_US&gl=US [l\“/'lﬁ\llﬁ'o 13 1U.9. 2565].

= Google Play, Microsoft Authenticator, HUnanoulhandnSugunsni Android, u.U.U., https://play.google.com/store/apps/details?id=com.
azure.authenticator&referrer=adjust_reftag%3DcCDGvpLUgIPUC%26utm_source%3DLanding%2BPage%2BOrganic%2B-%2Bapp%2B-
store%2Bbadges [IAfidIo 13 11.8.2565].

Hernandez, M. and Scarr, S., ‘Coordinating chaos: The tactics protesters use to fortify the frontlines,” Reuters Graphics, 12 n.A. 2562, https://
graphics.reuters.com/HONGKONG-EXTRADITIONS-TACTICS/0100B0790FL/index.html [Iﬁﬂﬁolﬁa 11 U.9. 2565].

Holmes, H., ‘Everything you wanted to know about media metadata, but were afraid to ask,’ Freedom of the Press Foundation, 4 ij.A. 2565,

https://freedom.press/training/everything-you-wanted-know-about-media-metadata-were-afraid-ask/ [Iﬁﬂﬁdlﬁo 14 10.9. 2565].

Human Rights Watch, ‘Contact Us,” U.U.U., https://www.hrw.org/contact-us [Iﬁﬂﬁolﬂo 27 W.A. 2565].

International Federation for Human Rights, ‘Contact,” U.U.U., https://www.fidh.org/en/about-us/contact-1776/ [Iﬁﬁﬁdlﬁo 11 1.9, 2565).

20 Criminalization and Judicial Harassment of Earth Rights Defenders in Thailand



Jitsi, Htinsnvedidules, u.U.U., https:/meet.jit.si/ [NAGaITo 14 1U.9. 2565].

Lifeline Embattled CSO Assistance Fund, nuansnvadaidulss, u.U.JU., https://www.csolifeline.org/ [lﬁﬂﬁdlﬁa 11 0.9. 2565].

Loyola University of Chicago, School of Law Library, ‘Researching Thai Law in English: Web Resources,’ U§UU§déﬂaﬂlﬁo 31.n. 2565, https:/
lawlibguides.luc.edu/c.php?g=610809&p=4239640 [Iﬁﬁﬁdlﬁa 11 0.9, 2565).

Malwarebytes, HUamsnvaddulss, u.U.uU., https://www.malwarebytes.com/ [IVﬂﬁalfjo 13 10.9. 2565].

Microsoft, ‘Turn on device encryption,’ U.U.U., https://support.microsoft.com/en-us/windows/turn-on-device-encryption-0c453637-bc88-
5f74-5105-741561aae838 [Iﬁﬁﬁdlﬁa 13 1U.9. 2565].

Mozilla Firefox, ‘Get the browsers that put your privacy first — and always have,’ htina1aulrnan, u.U.U., https://www.mozilla.org/en-US/firefox/

browsers/ V@00 29 W.A. 2565].

[nfiaido 27 w.A. 2565].

Opera, KtnsnvouBulss, u.U.U., https://www.opera.com/ [VA@aIo 14 11U.8. 2565).

PixelPrivacy, ‘How To Encrypt Your IPhone — A Step-By-Step Guide,’ 8 N.W. 2565, https://pixelprivacy.com/resources/encrypt-iphone/#How_
to_Encrypt_The_Data_on_Your_iOS_Device [I\'I"’lﬁdldé) 13 1b.4. 2565].

a PixelPrivacy, ‘How To Encrypt Your Android Device — A Step-By-Step Guide,’ 9 J.A. 2565, https://pixelprivacy.com/resources/encrypt-an-
droid/#How_to_Encrypt_Your_Android_Device [Iﬁﬁﬁdlﬁ'a 13 1V.9. 2565].

Protonmail, iinnsnvadaidulss, u.U.U., https://protonmail.com/ [|\7’1ﬁo|fia 14 10.9. 2565].

ProtonVPN, ninanaulhandirSuaunsnd Android la: i0S, b.U.U., https:/protonvpn.com/ [Vndaibo 13 10.8. 2565).

Psiphon, hunaaulhandnSugunsnd Android na: iOS, u.U.U., https://www.psiphon3.com/en/download.html [|\7'1ﬁd|ﬁ9 13 1U.9. 2565].

Royal Thai Government Gazette, nlinisnvaun3ulssi, u.U.U., http://www.mratchakitcha.soc.go.th/alert.html [V1@ivido 11 0.6. 2565).

Signal, Htinisnvaudulss, u.U.U., https://signal.org/en/ [|\7'1ﬁu|fia 14 1U.9. 2565].

Sprout Distro, ‘Direct Action Zines,’ U.U.U., https://www.sproutdistro.com/catalog/zines/direct-action/ [I\'I'1ﬁd|ﬁa 29 w.A. 2565].

Surveillance Self-Defense, ‘Protecting Yourself on Social Networks,’ US_ULJS'\]Iﬁla 19 m.A. 2562, https://ssd.eff.org/en/module/protecting-your-
self-social-networks [VABdI00 14 10.8. 2565).

Tactical Technology Collective, Holistic Security: Trainer’s Manual, u.U.n., 2559, https://holistic-security.tacticaltech.org/ckeditor_assets/

attachments/60/holisticsecurity_trainersmanual.pdf [Iﬁﬂﬁdlﬁo 11 10.9. 2565].

Thailand Law Forum, stinisnveai3ulss, u.U.U., http://thailawforum.com/database.htm! [V1@iaio 11 0.6. 2565).

United Nations Office of the High Commissioner for Human Rights, ‘Instruments & mechanisms,’ U.U.U., https://www.ohchr.org/en/instru-

ments-and-mechanisms [Iﬁﬂﬁdlﬁo 29 w.A. 2565].

United Nations Office of the High Commissioner for Human Rights — Southeast Asia Regional Office, ‘Send Us a Message,’ U.U.U., https:/
bangkok.ohchr.org/contact-us/ [NAfITo 27 W.A. 2565).

Veracrypt, ‘Latest Stable Release — 1.25.9,” 19 n.w. 2565, https://www.veracrypt.fr/en/Downloads.html [IV’]ﬁ\]IﬁO 29 w.n. 2565].

1aun 4: msusadunaz=vamsngAnmunazaowidey 21



IWOHNIWUIRAL

snuawtideitionmazinasvoyaundoundosiasuiioniniluvediiolaut IUsansiudnitiona:inaavoyamantiule
Sunissusedlny EarthRights IWeIsiuzUNIEel3dnSun1sadea:nssuvuiRuvedAn valkdsovitioniazinasvoyalw
IAUIKATMURIKUN=AURUAYANIOY UanINtuAUdIaUISnAtonIwUIALTRTUdoUNKaIRLIa:TudoutionWuIALTUnoU
AnevodRliolaudun

IravvayaingaNUAYANAUIIA:ADIIFEY ADUIUSI:UNIA:ANYNIW

Front Line Defenders, ‘Workbook on Security,” htiniSuvagktisdenitionmsa:uniduniuidenny, u.J.J.,

https://www.frontlinedefenders.org/en/workbook-security [I\7’1ﬁ°\llfjo 29 w.n. 2565].

Kvinna till Kvinna, Integrated Security — the Manual, resource website, U.U.U., http://integratedsecuritymanual.org/ [|\71ﬁa|ﬂa 29 w.A. 2565).

Protection International, ‘Resources,’ U.U.U., https://www.protectioninternational.org/en/#resources [|\7‘1ﬁ\1|fio 29 w.n. 2565].

Tactical Tech, ‘Further Reading,’ uuidulssivadlasinas Holistic Security, U.U.U., https://holistic-security.tacticaltech.org/further-reading.
html [Vn@ivido 29 w.A. 2565].

InavveayavavinSadiian(dlun1sdins1:AUSUNIWUIAL
CDA Collaborative Learning, ‘Conflict Sensitivity - Do No Harm Publications,’ U.U.U., https://www.cdacollaborative.org/publications/con-
flict-sensitivity-do-no-harm/ [IVnfiuiljo 30 w.A. 2565).

Protection International, New Protection Manual for Human Rights Defenders, N31ddnnu, uSdisad, 2562, https://www.protectioninterna-
tional.org/wp-content/uploads/2012/04/Protection-Manual-3rd-Edition.pdf [I\'/"lﬁdlﬁ:a 30 w.n. 2565].

22 Criminalization and Judicial Harassment of Earth Rights Defenders in Thailand



1laun 4: msUanu||a:’60msﬁzjF}nmuua:nowlz‘izm 23






